All electronic health (e-health) interventions require validation as health information technologies, ideally in randomized controlled trial settings. However, as with other types of complex interventions involving various active components and multiple targets, health informatics trials often experience problems of design, methodology, or analysis that can influence the results and acceptance of the research. Our objective was to review selected key methodologic issues in conducting and reporting randomized controlled trials in health informatics, provide examples from a recent study, and present practical recommendations.
Introduction
Electronic medical records (EMRs), computerized decision support systems (CDSS), electronic prescribing and other health information systems are increasingly promoted as effective tools to improve the quality and efficiency of patient care. However, before these expensive systems are widely adopted, it is essential that they meet the usual standards of evidence of benefit versus harm, and of costeffectiveness. 1 Of various study designs available, [2] [3] [4] including qualitative methods, in-house testing, observational studies, and controlled trials, a well-executed prospective randomized controlled trial (RCT) is considered the strongest design for its internal validity-the unbiased assessment of cause and effect. 5, 6 This method, particularly practical RCTs, is sufficiently robust to assess benefits, harms and cost of health informatics (HI) interventions and to address the key evaluation domains of validity ("Did it really work?"), generalizability ("Can it work elsewhere?"), and cost-effectiveness ("Is it worth the cost?"). However, prospective RCTs are challenging to implement in the field of health informatics for several reasons. 2, 4, 6 First, most HI trials are studies with 'complex interventions', meaning multifaceted, involving multiple targets (patients, clinicians) and various active components that "may act both independently and interdependently."
7 Figure 1 illustrates a hypothetical complex HI intervention that includes different components and factors, some of which may facilitate delivery of the intervention (e.g., ownership of CDSS, user satisfaction), while others may become a barrier to its implementation (e.g., poor integration into workflow). 5 Rigorously designed HI interventions have to prospectively identify or account for many of these technology-related factors, which adds to their complexity and expensiveness (even compared to similarly designed implementation research or quality improvement interventions), 8 and makes these studies more difficult to organize, monitor and complete. Second, many of the recommended features of RCTs of therapies are not always feasible in studies of electronic health (e-health) technologies. For example, blinding of trial participants, adequate sample size, and complete follow-up are key to validity, 6,9 but can be difficult to implement in trials of health information technology due to complexity of their interventions and "real-time" practice-based nature. Finally, comprehensive methodologic guidelines for conducting multifaceted HI studies do not exist. Health informatics also lacks specific reporting criteria, such as modifications of CONSORT or QUORUM statements for randomized trials and systematic reviews, 10, 11 which journals can request and enforce.
The objectives of this paper are to describe selected key methodologic issues in conducting and reporting randomized controlled trials in health informatics, provide real-life examples from a recent study, and present recommendations for HI trialists (Table 1) .
COMPETE III Trial
Methodologic considerations described here were addressed throughout different stages of the Computerization of Medical Practices for the Enhancement of Therapeutic Effectiveness (COMPETE) III study-a pragmatic, multi-centered randomized controlled trial, which was launched in January 2005, with follow-up being completed by July 2006. Trial data are now being analyzed.
Briefly, the study investigated the impact of an individualized, patient-physician shared, web-based electronic decision support on vascular risk management integrated with practice EMRs. The trial recruited 49 family physicians in Ontario, Canada. Over 1100 patients with vascular risk factors or vascular disease (cardiac events, stroke, peripheral vascular disease, diabetes) were enrolled and randomized to participate in intervention (electronic vascular risk management program) or control arm (usual care in family practice) for a period of at least 12 months. The study hypothesized that patients in the intervention arm would lower their vascular risk more than those in usual care, reflected by a change of at least 20% in the study primary endpoint. The COMPETE III vascular management program included individualized, evidencebased monitoring and advice regarding 15 vascular prevention variables (family physician visits, blood pressure, low-density lipoprotein cholesterol, glycosylated haemoglobin HbA1c, waist:hip ratio, urine albumin, smoking, diet, exercise, psychosocial state, aspirin or antiplatelet medication use, eye exam, foot exam, influenza immunization, and medication adherence) with the vascular tracker, as well as support from clinical care coordinators (CCCs). The study was approved by the St. Joseph's Healthcare Hamilton Institutional Review Board, and all patients and physicians enrolled in the trial signed an informed consent. 
Methodologic Issues
The methodologic issues described here are not exhaustive nor exclusive to HI interventions; rather, based on our experience and that of other authors, 2,5,9 we believe these issues are often overlooked in studies of health information technology. Providing this review of the topics as they apply to an e-health example illustrates how methodologic challenges can be addressed within the complexity of a HI study. Our recommendations are summarized in Table 1 .
Choice of Randomization
The two types of randomization generally used in HI trials are individual-level and cluster-level. Individual-level randomization is the preferred approach for most simple RCTs. 12 However, in more complex studies where 'clustering effect' may be present and where responses from individuals are not truly independent, use of individual randomization and standard statistical analysis without regard to clustering may result in false-positive results. 13 Conversely, the HI interventions that are applied to physicians may be particularly prone to 'contamination', whereby subjects allocated to the control group are actually exposed to the intervention, or vice versa. 12, 14 Even if taken into account in the analysis, contamination may lead to dilution of the intervention effect. Cluster-level randomization (use of clusters as allocation units) can be used to counteract these The following factors will determine the choice of specific design, such as twogroup parallel, cross-over, 'early versus delayed', factorial, or cluster-randomized trial: 1) research question (HI intervention versus control, one intervention versus another), 2) type of intervention (CDSS, computer-generated reminder, computerized physician order entry), 3) outcome measures (patientrelated endpoints, provider performance, economic analysis), 4) participants, 5) setting (primary care, tertiary care, university-affiliated), 6) length of a follow-up period (short-term versus long-term).
Choice of randomization
Select individual-level versus cluster-level randomization considering the following factors: potential and magnitude of contamination, unit of analysis in the study (e.g., patients, physicians, hospital wards), feasibility (e.g., ability to recruit a sample size large enough to adjust for clustering, cost, ethical considerations), and existing workflow (e.g., availability of electronic prescribing in one unit versus the whole hospital). Sample size calculations and statistical analysis should be adjusted for clustering effect; also, special care should be taken to prevent possible selection bias with cluster randomization.
Allocation concealment
Allocation concealment at the time of randomization should be done by using adequate methods (e.g., by an individual not otherwise involved in the trial). This maneuver is critical for ensuring the validity of study results, and is always feasible.
Blinding of subjects
Determine whether designs such as 'early versus delayed' or factorial can be utilized to blind study participants. 'Partial blinding' can also be used. If blinding of participants is not possible then incorporate blinding of outcome assessors, data collectors, statisticians, or other strategies to ensure comparable experience between study groups. Use of information technologies can be used to assist with blinding.
Components of a complex intervention
Identify and describe the active components within your HI intervention (e.g., computerized physician decision support, patient alerts, provider education), and predict the mechanisms by which these will contribute to the overall success of the study. Make sure all components are described in sufficient details. 6. Sample size and power Plan ahead and calculate sample size and power for your HI trial, using the results of a pilot study or past similar interventions. Generally, patient-related clinical outcomes require larger sample size or power, compared to process or composite endpoints. Accounting for clustering will lead to increase in sample size. Allow adjustments of sample size for protocol violations, participants drop out, and design considerations.
Outcome measures
Choose outcome measures that are clinically relevant, sensitive, and measurable. Consider the trial duration and outcome prevalence in your sample population. Estimate or calculate minimal clinical important difference for each primary outcome. Consider validation of newly developed outcomes or scores. Evaluation of potential harm or negative effects, as well as economic analysis of health informatics intervention should be among the measured endpoints.
Statistical analysis
Primary statistical analysis should always follow the intention-to-treat principle, preserving the power of randomization. Sensitivity analysis ("per protocol" or "on treatment") can be used as a secondary approach, especially in explanatory HI studies. Statistical analysis should reflect the study design (e.g., factorial, cluster-randomized). 9. Follow-up and missing data Ensure complete patient follow-up, including situations when they participate through virtual mechanisms. Unless this violates consent or privacy agreement, participants who drop out of study should be followed up as well (this could be negotiated in advance). There are many ways to prevent or minimize missing data in study, and investigators have to make a pragmatic decision about which strategy to choose. Missing values should be appropriately reported and handled, preferably using multiple imputation techniques.
Reporting
Use the CONSORT guidelines to report the results of HI intervention and overall trial logistics to allow readers to interpret and generalize the trial findings to different settings, systems, or populations and to help them better understand the study's strengths and limitations.
Journal 2008 pitfalls. Since many HI interventions target physicians or hospital units, randomization at these levels seems intuitive, simplifies trial administration, and decreases contamination (if control and intervention subjects are well separated). 13 However, numerous statistical and ethical challenges associated with cluster randomization hamper its wide use. Cluster-randomized trials have considerably reduced statistical efficiency, require inflated sample sizes and complex statistical analysis, and are difficult to meta-analyze. 14 In addition, cluster RCTs can be particular vulnerable to selection bias (systematic differences between comparison groups), which may necessitate special measures, such as prospective identification of all eligible patients prior to randomization. 12, 15 The COMPETE III trialists, after considering both options, decided to randomize individual patients for four main reasons. First, because the intervention was complex, it was difficult to imagine that contamination would exceed 30%, the level after which contamination has an actual impact on sample size. 12 In addition, the patients themselves were the main target of the intervention and the providers were the "minority target." Third, many physicians in our study were unwilling to entertain the chance of being a control group practice. Fourth, based on previous work, we had a good estimate of intracluster correlation coefficient measuring similarity of patients within practices, which we applied to our sample size to account for potential clustering.
Blinding
Blinding, or the concealment of group assignment, helps to prevent bias in RCTs. 11, 16 Study participants that potentially could be blinded include patients, clinicians, data collectors, outcome adjudicators, statisticians, members of the data and safety monitoring committee, and manuscript authors. 16, 17 However, in many non-pharmacological studies, including HI trials, it is not possible to completely blind patients or health care providers. 9, 18 Thus, some alternative precautions must be undertaken to eliminate or reduce the chance of bias. These measures might include: allocation concealment at the time of randomization (considered as most important); 19 application of co-interventions (ancillary treatments like drug therapy or counselling) to all study groups; unbiased evaluation of outcomes through blinded data collection, adjudication and analysis; use of objective primary or secondary outcomes; use of intention-to-treat ("as randomized") analysis, and complete patient follow-up. In many pragmatic HI studies 'partial blinding' may be used, such as blinding of subjects to study's hypothesis or specific outcomes. 18, 20 Blinding of participants can also be achieved with an 'early versus delayed' design, which allocates subjects to participate in the intervention either immediately or after some time, so subjects are unaware of their status during the timeframe being analyzed. Blinding of clinicians to the e-health intervention can occasionally be achieved: one study described blinding as programming the system not to display the alerts on control arm patients. 21 Finally, we have observed that the precise nature and intent of a complex HI intervention is frequently forgotten by participants over time due to the intensity and pace of clinical practice, which by itself is an assist to blinding.
In COMPETE III the nature of the intervention precluded blinding of patients, family physicians, and the CCCs who assisted the intervention patients. Therefore, steps were undertaken to reduce potential bias and ensure comparable experiences between control and intervention participants. The computer-generated allocation schedule was concealed and was accessible only by the authorized interviewers. The data collection and entry procedures followed the same protocol for both study groups. Many study outcomes were objective endpoints, measured by independent clinical laboratories, while the assessment of other endpoints was done by third party interviewers and chart auditors, not otherwise involved in the trial and uninformed of the study hypotheses. The trial investigators, statisticians, manuscript writers, and members of the Scientific Advisory Board were blinded throughout the duration of study, data analysis, and manuscript preparation.
Outcome Measures and Sample Size

Clinical, Process, and Composite Endpoints
Selection of sensitive and relevant outcome measures is challenging in health informatics studies. 5, 22 While improvement in clinical outcomes (measures of morbidity or mortality) represents the ultimate goal of all clinical interventions, important changes in these endpoints are hard to achieve in the short term, which is a usual timeframe for many HI trials. Process outcomes or 'performance measures' reflect what was done for the patients, e.g., investigations, treatments, or counselling. 23 These endpoints are more sensitive to change, often easier to measure and collect (especially through an EMR), and require smaller sample sizes in clinical trials. 23 Yet, process outcomes are surrogates and require validation through establishing their properties and degree of association with clinical events. Composite outcomes (combinations of several endpoints) and composite scores (combinations of several endpoints that are weighted or scored) are popular in HI interventions as they combine different manifestations of chronic or complex diseases, and enable the use of smaller sample sizes or shorter follow-up periods. 24, 25 However, composite outcomes and scores are often hard to interpret and validate. 24 In addition, investigators have to ensure that individual components within a composite outcome are clinically relevant endpoints, with comparable rates of occurrence and similar importance to patients. 25 Determining the minimal clinically important difference (MCID) for a composite outcome as required in sample size calculations is also challenging, as the rates of occurrence and clinical significance often are unknown. Limited recommendations for composite measures construction and validation presently exist in HI trials, 25, 26 and their reporting in trials is often poor or misleading. 25 The COMPETE III used a process composite score (PCS) to compare the intervention and control groups. The PCS was the sum of 10 vascular tracker process outcomes (blood pressure, cholesterol, glycosylated haemoglobin HbAlC, waist:hip ratio, urine albumin, smoking, diet, exercise, psychosocial state, aspirin or antiplatelet medication use) that are most strongly supported by the evidence in management of vascular and diabetic risk patients. 27, 28 Each process outcome was assigned a score of 1 and weighted depending on recommended frequency of monitoring for the follow-up period of 12 months. We used a combination of critical appraisal and consensus amongst investigators to establish minimal clinically important changes for the PCS components. This approach is one of the established methods for MCID ascertainment, 29 and was used to determine initial face and content validity of the PCS components. Multiple secondary outcomes are common in complex intervention trials. The COMPETE III secondary outcomes include clinical outcomes, composite components, patient goals, medication adherence, and facilitators and barriers to implementation of the intervention. A cost-effectiveness and willingness-to-pay analysis are underway to determine if the increased cost of the intervention is reasonable compared to health gains.
Sample Size
An adequate sample size is essential for validity of clinical studies, but is not easily obtainable in health informatics trials. 4, 5 Common reasons include lack of access to the technology, low computer literacy among the participants, and complicated informed consent procedures. 30 Achieving sufficient sample size may also be difficult when HI trialists randomize physicians or health care teams instead of individual patients. 9 Similar to other studies, sample size and power calculation in multifaceted HI interventions is further complicated by adjustments for clustering, use of multiple primary outcomes, protocol violations, and loss of participants.
The COMPETE III staff used multiple channels (e.g., EMR vendors, governmental listings, media advertising) to recruit family physicians into the study. Patients were identified through physician's EMR and billing systems; all eligible patients regardless of their computer skills were invited to the trial. Since there were no published studies with a similar primary outcome, sample size assumptions in COMPETE III were based on the data from our previous projects. We estimated the treatment effect as minimal difference worth detecting-the minimum difference that would lead to change in management of patients with cardiovascular disease. The COMPETE III trial aimed to enroll at least 1100 patients in total, allowing detecting 20% difference in the process composite score between the two groups. This sample size was based on a conservative estimate of intracluster correlation coefficient to account for potential clustering among the physicians.
Adverse Effects or Harm
Outcome measures usually focus on potential benefits, but should be adequate to measure and have power to reliably detect at least the important adverse effects. Use of CDSS may increase a physician's consultation time or otherwise interfere with the routine practice activities, or even provide misleading advice. Computerized drug interaction alerts are well known to be suboptimal by producing too many false positive warnings. 31 The HI trials do need to collect feedback on the negative impact of the intervention as well as the positive-few reports in the past outlined the various ways that poorly developed or implemented CDSS and physician order entry systems could harm patients. 32, 33 Yet these negative aspects must be identified and analyzed to drive improvements. General guidelines for reporting harm, such as extension of the CONSORT statement, are also recommended. 34 Our experience has shown that questionnaires directed at ease of use and perceived usefulness of the technology, satisfaction with the study, willingness to pay for the intervention, combined with qualitative studies on facilitators and barriers for generalized use, are useful to pick up adverse effects. More challenging with distributed community sites is the prompt identification and repair of technical problems, which can rapidly erode the use of the intervention but may not be spontaneously reported for some time. We recommend future work on a comprehensive, standardized set of outcomes and indicators that would be used for measurement and evaluation of harm in e-health studies.
Follow-up and Missing Data
Incomplete or missing data are a constant challenge in clinical studies. The HI trials might be more prone to missing data due to the settings being routine clinical practice, multiple data sources (paper charts, web-based forms, fax forms, EMR data, billing software), complexity of interventions, and multiple trial participants. Large amount of missing values makes it difficult to draw reliable inferences and may bias the results; 11 incomplete data in CDSS may result in inappropriate or unsafe recommendations. 35 Potential solutions for HI trialists may include attempts to minimize missing data at the design stage (e.g., negotiating with patients to allow continuous data collection in case of their withdrawal), utilization of intention-to-treat analysis, and use of well-accepted methods of missing data handling, such as multiple imputation. This statistical technique for analyzing incomplete data has been shown to be a superior approach to simple imputation methods in missing data analysis. 36 The COMPETE III trial used several strategies to minimize incomplete data and to handle missing data appropriately. First, we tried to reduce any loss of information by paying attention to patient and physician compliance. This was done by using behavioral approaches through incentives and feedback. The CCCs were monitoring the extent to which the patients kept regular appointments with their family physicians and re-filled prescriptions, while the telephone reminder system provided prompts for the patients. We also standardized the data collection and provided baseline training for the chart reviewers. The study followed the intention-to-treat principle and accounted for all randomized participants. Finally, we had a number of security measures to prevent any unauthorized access to data or data loss (e.g., safes for data storage, on-line data security). Given that missing data are inevitable despite these efforts, we have developed standard multiple imputation routines.
Discussion and Recommendations
In this paper, we reviewed selected key methodologic issues that are often overlooked in practical RCTs in health informatics, 4, 5, 10, 30 and how they were handled in COMPETE III study. Our e-health team considered these challenges as the most important. We realize that the list of issues is not fully comprehensive; yet, we consider that proper implementation and reporting of these features should be a 'minimum requirement' for every rigorously designed HI trial. Our recommendations summarized in Table 1 expand upon prior guidelines for RCTs of therapies and complex interventions, 3 ,6,7,10 and would be useful for health informaticians conducting or evaluating HI studies since they emphasize both validity and pragmatic considerations, and provide e-health examples. Research in complex health informatics interventions could also benefit from a CONSORT-like statement that established guidelines for conducting and reporting of these types of trials.
We continue to recommend that all health information technologies (electronic medical records, electronic prescribing, sophisticated decision support systems) should be required to demonstrate in an unbiased evaluation that they provide more benefit than harm on patient-important outcomes and are likely to be worth the cost once fully developed and deployed. The latter point is especially important given the billions of dollars to be spent on e-health technologies, money that could be wasted if early, high quality evaluation of clinical impact is not carried out.
